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 Abstract: Understanding real-time cyber threats, especially zero-day exploits and Advanced Persistent Threats (APTs), has 

become increasingly difficult. Various traditional methods, especially signature-based ones, have proven increasingly 

inadequate. In the research proposed here, privacy-preserving, decentralized cybersecurity systems have been proposed 

necessitating advanced frameworks of Artificial Intelligence and Generative Models, specifically Artificial Intelligence-based 

Threat Simulation and Active Response Systems with Generative Models. These systems rest on Anomaly Detection, Attack 

Simulation, Active Response Automation, and Federated Learning (FL). These systems rest on Generative Adversarial 

Networks (GANs), Variational Autoencoders (VAEs) and FL. In order to comply with privacy regulations (e.g. the GDPR and 

HIPAA) and facilitate privacy and regulatory compliance, FL implements privacy-preserving collaborative model training. 

This research work on the key issues of applying FL to generative models, Communication and Computation, Adversarial 

Robustness, and Data Access and Confidentiality. This research work uses a federated model designed to support the models 

of sustained threat detection and rapid response with secure aggregation, differential privacy, and model optimization. This 

research has proven the Federated Learning based Generative AI (EFL-Adam) model to significantly outperform the 

traditional models based on Machine Learning (e.g. Random Forest (RF), Support Vector Machines (SVM) and Deep Learning 

Models, in terms of Precision, Recall, Accuracy and F1 Score). The findings indicate that EFL-Adam achieves near-perfect 

accuracy and F1-score, reinforcing its effectiveness in real-time, privacy-preserving threat detection. This enhances the 

Generative AI and Federated Learning work in the system's scalability, robustness, and adaptability aspects. Influencing use 

in concerns of cyber real-world problems, new techniques on threat detection in cyber systems and the privacy of local data 

in decentralized systems are developed. 
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I. INTRODUCTION 

Restraining the multi-layered constituent interfaces of 

a cyber-attack and determining the action plan 

necessary to mitigate its impact is termed cyber threat 

detection. The system had a legacy of detection 

systems in place which used signature-only detection 

[3]. This limited the potential threats that could be 

assessed or flagged. Gaps within IP systems possessed 

no defenses against ‘new’ threats, including zero-day 

exploits, phishing, and various other fileless attacks. 

The filters and sense-making systems that would 

translate varied data types into real-time actionable 

input are critical [2]. Digital transformations and so-

called cyber-attacks are increasingly more complex. 

Advances such as Vic Query, Auto Encoders, or 

Generative Adversarial Networks are AI-trained 

systems that complete cybersecurity tasks of the 

present using tools from the ever-advancing 

generative AI assemblage. It is truly remarkable that 

many of these systems can function in poorly 
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structured threat intelligence environments and 

mitigate an attack through idiosyncratic multi-layer 

STAPs. Not to mention self-learned cyber defense 

actions within simulated environments [6]. This 

context highlights areas that still lack robust, 

institutionally framed, privacy-preserving 

mechanisms. Many self-attack risks—including those 

from generative AI systems, prompt injection attacks, 

data leakage, poorly controlled model misuse, and 

restrained model misuse—remain unaddressed [4]. 

The training of Federated Learning (FL) models 

reduces privacy concerns as it does not share sensitive 

information. It also assists in the design and 

implementation of decentralized frameworks for 

cyber threat detection systems in a GDPR and HIPAA 

compliant manner [5]. This research aims to improve 

cyber threat detection systems via Generative FL 

while ensuring local data privacy and protection. The 

framework would enable the detection of global cyber 

threats while ensuring data sovereignty. This 

guarantees the system is secure, decentralized, and 

intelligent while compliant with FL regulations. 

Using this approach, FL combined with Generative AI 

can be applied in real-time to enable an advanced 

privacy protection system which is still capable of 

threat detection in porous boundaries across multiple 

ecosystems. This privacy protection system can be 

applied across enterprise and consumer devices. 

Systems based on FL will improve the flexibility and 

privacy of the covered entities while increasing the 

demand satisfaction for decentralization and 

bandwidth under unprecedented bulk-data 

centralization approaches. 

II. LITERATURE REVIEW 

The evolution of cyber threat detection techniques has 

shifted from traditional signature-based methods to 

employing more machine-learning adaptable 

frameworks [1]. Advancements in deep learning, 

particularly with Convolutional Neural Networks 

(CNNs), Long Short-Term Memory (LSTM) 

networks and attention mechanism models, have 

increased detection accuracy [2]. Due to their long-

range dependency capturing ability, transformer-

based models have begun to show potential in network 

intrusion detection [3]. Models employing 

unsupervised and semi-supervised learning 

techniques, such as Variational Autoencoders (VAEs) 

and Generative Adversarial Networks (GANs), have 

also begun to attract attention [4]. 

Integral ensemble methods for learning such as 

Random Forests and Boosting methods such as 

Xgboost and LightGBM have proven effective for 

highly imbalanced datasets, including those in cyber 

threat detection [5]. These frameworks enhance 

detection and reduce false positives in conjunction 

with additional frameworks utilizing statistical and 

machine learning techniques [6]. Advanced 

Reinforcement Learning methods in SOCs enable 

systems to independently adapt and improve detection 

capability with regards to attacker behavior [7]. Cyber 

defense's Adversarial machine learning covers a 

landscape; classifiers possess a conspicuous 

vulnerability—the engineered data evasion with 

contribution from boundless attack surfaces [8]. 

Bridging the debilitating silence that stems from 

Explainable AI is the paradigm shift in accountability 

defense; prominent XAI tools like SHAP and LIME 

would be blended to etch model and rationale 

accountability [9]. Federated Learning (FL) in the 

case of cyber threat detection has proven to be the 

most efficient in enabling collaborative model training 

while maintaining the privacy of the raw data as well 

as the data from real-time detection systems [10]. 

The development of Generative AI has shifted from 

augmenting data to becoming an enhancement in both 

the offensive and defensive arms of cyber security 

operations. GANs, for example, generate synthetic 

datasets to train resilient detection models, especially 

in low data domains [11]. While adversarial and 

robust training methods attempt to strengthen cyber 

security models against new adversarial risks that the 

models might face, generative models pose even 

greater risks as they can be used for malicious 

automation [12]. Explainable Generative AI models 

are beginning to be used in post-incident forensics to 

help generate understandable graphs of attacks and the 

subsequent evolution of malware. Privacy-preserving 

and Federated Generative Learning systems are 

gaining prominence in collaborative defense 

situations in which several organizations contribute to 

shared threat models without revealing sensitive 

information to each other [13]. The improvement in 

detecting threats along with the parsing and generation 

of security reports using Large Language Models 

(LLMs) such as GPT demonstrates the progress in 

cyber security; nonetheless, there are arguments about 

the need for more comprehensive protective measures 

[14]. 

http://www.ijsmrt.com/


International Journal of Scientific Modern Research and Technology                                         ISSN: 2582-8150  
(Volume: 21, Issue: 2, Number: 1) Paper ID: IJSMRT - 25110201 
  

IJSMRT|Nov-2025                                          www.ijsmrt.com                                                              Page 3 
 
 

PPML has been critical in addressing cybersecurity 

challenges, particularly in protecting sensitive 

information in use within distributed systems [15]. As 

with other methods, distributed federated learning 

(FL) allows collaborative learning on machine 

learning models without transferring the raw data. 

Models built on FL can be improved with the adoption 

of differential privacy (DP) that ensures data points 

comprising model updates cannot be independently 

reconstructed [16]. Data protection methods during 

the federated model learning process, such as model 

aggregation using homomorphic encryption (HE) or 

secure multiparty computation (SMC), are integral 

[17]. While progress has been made in deploying 

Federated Learning (FL) to detect cyber threats, 

important issues still need to be resolved. Non-IID 

data, large scale deployment challenges, adversarial 

robustness, and the need for more enhanced privacy-

protecting frameworks are the most critical research 

gaps [18]. Unfortunately, most available research is 

based on simulation or benchmark datasets as there is 

a shortage of real-world deployments. It will be 

important for the FL community to address these 

issues, and other issues brought about by the models’ 

emergent use in generative AI, to enable Federated 

Learning to satisfy the demands of the modern cyber 

security landscape. 

III. PROBLEM IDENTIFICATION 

The problem identifications are as follows: 

• Along what dimensions and how effectively 

may federated learning be employed in 

training generative models for abuse 

detection in distributed and sensitive privacy 

systems scenarios?  

• What are the challenges in communication 

and computation in the use of federated 

learning in the field of cyber security in real-

world applications?  

• In the presence of adversarial clients and 

toxic model improvements, how can the 

security, resilience, and data privacy of 

Federated Learning be protected?  

• What is the impact of the proposed federated 

Learning and Generative Adversarial 

Intelligence model on the detection of cyber 

threats compared to other models that are not 

centralized or non-generative? 

 

IV. RESEARCH OBJECTIVES 

The objectives of this research are as follows:   

• To develop a cyber threat detection federated 

learning framework that incorporates 

generative AI.   

• To apply optimization methods such as 

model compression and differential privacy 

to Federated Learning to enhance its 

effectiveness.   

• To assess the effectiveness of the system in 

real-world threat detection employing 

standard cyber security data sets.   

• To assess the framework’s security, 

scalability, and privacy-preserving 

capabilities regarding the framework’s 

security, scalability, and privacy-preserving 

capabilities. 

V. METHODOLOGY 

This algorithm is designed to enable privacy-

preserving, distributed, and efficient threat detection 

in Generative AI environments, using Federated 

Learning (FL) as the core approach. 

Algorithm: Efficient Federated Threat Detection 

using Federated Learning 

Input: 

• N: Number of client devices/nodes (e.g., 

endpoints with local data) 

• Di: Local dataset on client i, where i = 1, 2, 

..., N 

• T: Number of global communication rounds 

• E: Number of local training epochs per 

round 

• η: Learning rate 

• M: Initial global model for threat detection 

Output: 

• Final trained global model M* for cyber 

threat detection in Generative AI 

Step 1. Initialization: 

http://www.ijsmrt.com/
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• Initialize global model M0 (e.g., a 

CNN/LSTM for anomaly detection) 

• Set communication round counter t=0 

Step 2. Federated Training Loop (Global Rounds): 

While t < T, do: 

2.1 Server selects a subset of clients Ct ⊆ {1, 2, ..., 

N} 

(Optionally based on availability, bandwidth, or trust 

score) 

2.2 Send global model Mt to all selected clients I ∈ Ct 

2.3 Each client i ∈ Ct: 

Receive Mt 

Train model Mi locally using local dataset Di for E 

epochs 

                           Mi ← Mt – η ⋅ ∇L (Mt, Di)  

Compute local model update ΔMi = Mi−Mt\Delta 

M_i = M_i - M_t 

Optionally apply: 

Differential Privacy (e.g., Gaussian noise) 

Gradient Compression (e.g., sparsification) 

Secure Aggregation for encryption 

2.4 Server aggregates updates: 

Using FedAvg or another aggregator: 

 

2.5 Update round counter: t = t + 1 

Step 3. Post-Training: Threat Detection Phase 

Deploy final model M* = MT across nodes. 

Each client uses M* to: 

• Monitor Generative AI output behaviors 

• Detect anomalies such as: Adversarial 

prompts, Synthetic data manipulation, API 

abuse / model misuse, Inference-time 

attacks 

Step 4. Optional Enhancements: 

• Non-IID Data Handling: Use FedProx, 

FedNova for client heterogeneity. 

• Client Reputation Scoring: Mitigate 

poisoning attacks. 

• Online Learning Module: For real-time 

detection updates. 

• Explainability Layer: To interpret why an 

output is flagged as a threat. 

End 

                

 

                      Figure 1: Proposed Architecture 

VI. DATASET 

The CICIDS 2018 dataset is a comprehensive dataset 

used for evaluating cybersecurity systems, 

particularly those focused on intrusion detection and 

anomaly detection. It was created by the Canadian 

Institute for Cybersecurity (CIC) and contains 

network traffic data collected from multiple real-
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world attack scenarios. This dataset is specifically 

designed to simulate a wide variety of attacks against  

modern networks, making it particularly useful for the 

development and evaluation of machine learning- 

based cybersecurity solutions. Here’s a detailed 

description of the CICIDS 2018 dataset [19]: 

                  Table 1: Dataset Overview 

Parameter Description 

Creator Canadian Institute for Cybersecurity 

(CIC) 

Purpose To develop and evaluate intrusion 

detection systems (IDS), anomaly 

detection, and cybersecurity solutions 

for modern network traffic. 

Scope The dataset contains both normal 

(benign) network traffic and malicious 

traffic representing different types of 

cyberattacks. 

 

VI. RESULTS AND ANALYSIS 

Table 2: Performance comparison of different 

techniques 

 

In order to comprehensively analyze machine learning 

models for Cyber Threat Detection (CTD) based on 

precision, recall, accuracy, and F1-score, and to 

incorporate values from recent research, I opt to 

present models derived from recent publications. The 

table below depicts the performance metrics for the 

models commonly employed in cyber threat detection 

and cited in recent publications from the last few 

years. 

Based on the evaluation metrics of precision, recall, 

accuracy, and F1-score, the table below analyses 

several machine learning algorithms and a newly 

proposed federated learning method (EFL-Adam) for 

Cyber Threat Detection. 

      

                 Figure 2: Comparison of Precision 

The most successful was EFL-Adam (0.98) whose 

TPP (true positive prediction) to positive prediction 

ratio fulfils positive predictions with fewer false 

alarms. Other top performers were Deep Learning 

(0.97), Gradient Boosting (0.96), and SVM (0.95). 

 

              Figure 3: Comparison of Racall 

Recall is defined as the TP / (TP + FN) ratio. Deep 

Learning (0.94), Gradient Boosting (0.90), and RF 

(0.88) are top performers. A high recall score 

Methods Precision Recall Accuracy F1-

Score 

RF [1] 0.93 0.88 0.92 0.90 

SVM [2] 0.95 0.80 0.91 0.87 

LR [3] 0.86 0.84 0.88 0.85 

KNN [4] 0.90 0.82 0.88 0.86 

Deep 

Learning 

Models [5] 

0.97 0.94 0.95 0.95 

NB [6] 0.80 0.78 0.81 0.79 

Gradient 

Boosting 

[7] 

0.96 .90 0.94 0.93 

EFL-

Adam 

(Proposed) 

0.98 0.98 0.99 0.98 
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translates to more detected threats. A high recall score 

translates to more detected threats. More detected 

threats. For metrics dominated by correct and 

incorrect classifications, Accuracy is the ratio of all 

correct predictions to total predictions. Accuracy can 

be misleading from a class distribution perspective. 

Accuracy can be misleading from a class distribution 

perspective. Useful in general. Useful in general. 

EFL-Adam (0.99), Deep Learning (0.95), Gradient 

Boosting (0.94) are top performers. 

 

              Figure 4: Comparison of Accuracy 

Proposed Federated Learning with Adam 

Optimization beats every conventional Machine 

Learning model and even some centralized Deep 

Learning techniques on all four metrics. Federated 

Learning (FL) permits large-scale collaboration 

among several clients for training at the edge and local 

datasets without data exchange, thereby enhancing 

data privacy and system scalability. 

 

             Figure 5: Comparison of F1-Score 

The strong F1-Score suggests that EFL-Adam 

balances threat detection with little false alarm 

generation, which is why it is so highly reliable for 

real-world use. Poorer performing models like Naïve 

Bayes (NB) and Logistic Regression (LR) 

demonstrate that rudimentary models can fail to 

comprehend the challenges that the task of detecting 

cyber threats entails. 

 

 

VII. CONCLUSIONS 

As noted in previous studies, Federated Learning (FL) 

techniques, and in particular, the proposed EFL-Adam 

model, dominate the rest in effectiveness during the 

performance evaluation of the different machine 

learning models for Cyber Threat Detection (CTD). 

EFL-Adam’s effectiveness in threat detection with 

very few false positives is demonstrated by the 0.99 

accuracy and 0.98 F1 score EFL-Adam attained, the 

latter score being a remarkable performance 

benchmark. The rest of the models relied on, including 

Random Forest (RF), Support Vector Machines 

(SVM), and even Deep Learning models, EFL-Adam 

completely outclassed in every stratified metric, even 

in precision, recall, and accuracy, which is 

astonishing. Given the extent to which EFL-Adam is 

said to be sophisticated, the outcome is surprising, 

equally so, for any machine learning model. The 

benefits of computational efficiency offered by 

federated learning in advancements in cybersecurity, 

despite being marginal, still provide twilight benefits 

in cyberspace. Like any other domain within 

cybersecurity, there exist slow, remote, precision 

siloed computer systems. The adaptability of 

performance and scalability dissociation technique, 

separating the federated learning model in Cyber 

Threat Detection from its use in cyber compression, 

client sampling, and asynchrony update techniques, 

speaks of the deepening sophistication of 

cybersecurity. Within the Cyber Threat Detection 

framework, the application of these compression 

techniques, in overcoming the energy overshoot 

boundaries, increases the model convergence rate 

more in ascertained, near-real bandwidth limited, 

near-real likeness communications and the energy 

overboard scale, with some accuracy, which is always 

disadvised. It builds the overshoot barrier. Indirect, 

weak, and soft Asynchronous global systems process 

with minimal, loose, self-obstinate partitioning under 

the offline operational ceiling, the model ruptures 

support for the training process. This enhances the 

system's scalability and fault tolerance. Advanced 

models sanction a higher degree of disaggregated 
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communication complex, sparse, computation sparse 

terrain. Their unification, with spin, elevates precision 

illumination, republic fault cyber boundary-

surveillance covariance, and resource rationality 

bound in Federated Learning models. 

The effectiveness, scalability, and privacy of systems 

used for detecting cyber threats is when all advanced 

cyber defense operations and cyber defense tactics are 

taken into account. With respect to cost, FLCML in 

real time coupled with FL portrays that these 

sophisticated systems already take practical utility 

into their and cyber defence technologies value system 

recently mechanism. In addition, these systems are 

geared towards strengthening practical utility and cost 

effectiveness. Basically, these systems are geared 

towards more practical utility and cost effectiveness. 
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